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... or “what | managed to squeeze into $timeslot”

® (Quick introduction to PKl and X.609
® [LS client certificate user tracking
® Missing hostname binding (Nils Toedtmann)

® \Why certificate data is untrusted input, too

o HI TP over X.509
® [he Debian and OpenSSL debacle
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Quick Intro to PKI
RFC 3280 in a nutshell

e PKI = Public Key Infrastructure

® (ertificate authorities (CAs) signs binding of
information and public key

o X.b09 isthe format for this block of signed data

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Quick Intro to PKI

A basic certificate dump

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=DE, 0=Cynops GmbH, OU=PKI, CN=Cynops CA 1

Validit
" Not Before: Nov O 15:36:06 2006 GMT ‘> Subject & Issuer

Not After : Nov 9 15:36:06 2008 GMT
Subject: C=DE, 0=Cynops GmbH, CN=Alexander Klink
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit) / Public Key

Modulus (1024 bit):
00:f7:74:5e:84:72:bc:1c:26:5a:89:73:3a:54:87:
[...]

Exponent: 65537 (0x10001)

Signature Algorithm: shalWithRSAEncryption Slgnatu re
93:d1:b8:e0:39:17:05:b4:03:c6:d6:8a:cb:0a:d2:7a:41:bb: .
[...]
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Complexity through extensions
® | ooks simple?

® \Vell, that's because it was simplitied ...

o "Real” X.b09 certificates have extensions
® Key Usage, Extended Key Usage, Constraints
e CRL Distribution Points, Authority Info Access
® subjectAlternativeNames, ...

® most of these are ot arbitrary length

=g afmllnal
AWHOLE CARLOAD
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Quick Intro to PKI

Beneath the surface, PKI is everywhere

e "PKI: It's not dead, just resting” is wrong
o X.b09isin your
e browser (TLS) & & ¢
o mailclient (S/MIME) 7 @& 4 8
® office suite (document signatures) &' @

® router (IPsec, EAP/TLS, SCEP, ...)

=)
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TLS client certificate user tracking
aka cross-domain TLS cookies

)

rtificate, GPL

e, CC-BY), Silvestre Herrera (ce

ki

Images: Bob Smith (coo

® The feature: TLS client certificates and their easy
generation and installation within a webbrowser

® The bug: not letting the user know he is currently
using a client certificate and thus sending out
private information
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TLS client certificate user tracking
IE and Opera get it right (for once ...)

® [hree steps: request, install, use

® You can generate PKCS# 10 certificate requests
on |E pretty easily, but ...

Potential Scripting Violation

This W'eb site is requesting a new certificate on vour behalf, You should allow only trusted Web sites ko request a
! certificate For wou,
Do you wank ko request a certificate now?

Ja Mein

.................................

Potential Scripting Violation

This \Web site is adding one or more certificates ko this computer, Allowing an untrusted Web site bo update your
! certificates is a security risk, The Web site could inskall certificates wou do not trusk, which could allowe programs that
woll dioniok Erust ko ran on this computer and gain access to your data,

Do wou want this program to add the certificates now? Click Yes if wou krust Ehis Web site, Otherwise, click Mo,

Ja Mein
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TLS client certificate user tracking
IE and Opera get it right (for once ...)

® Firefox, Opera, Safari, ... use SPKAC

® (Opera silently (except for master password input)
generates the request, but asks at installation:

Install this personal certificate chain in the database?

........................................................................................................................................

- This certificate was downloaded from “http:ff127.0.0.1:8080/
binary/
get_certificate.htmiFidentifier=KH|__uZfkKWabc)1LIdViWbucgUJo;conten:
using a connection that is not secure

—
i

Help A § Cancel A § Install 3
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TLS client certificate user tracking
Firefox got it wrong (until recently)

® Key generation just pops up a small dialog which
disappears really fast on modern machines

® [nstallation on Firefox 1.5 is completely silent, 2.x
tells the user to make a backup of his certificate ...

! Your personal certificate has been installed. You should keep a backup copy of this certificate,

Generating A Private Key

kew Generation in progress. .. This may ta

Please wait...
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TLS client certificate user tracking
Firefox - the real problem (aka CVE-2007-4879)

® [hisissuboptimal, but the real problem was here:

1 i _| ot Loy

o LN 3 I 7

ACES U A &1 s
Main Tabs Content  Feeds Privacy  Security  Advanced

meneral | Metwork | Update | Encryption

Pratocals

[¥] Use 551 3.0: Use TLS 1.0

Cerkificates

When aw i uires a certificate:

(%) Select one automatically Ask me every Hme

['-.-'iew Certificates ] [Eevnl:atiun Lisks ] [ Yerification l [Securitz Devices

[ QI l [ Zancel l [ Help
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TLS client certificate user tracking
Still works in Safari on Mac OS X

Firefox 2.0.x TLS client certificate tracking POC
s | & D+ @ http://0x90.eu/ff_tls_poc.html ~(Q~ Google )

[0 Apple Yahoo! GCoogleMaps YouTube Wikipedia WNews (60)v Beliebtv

Firefox 2.0.x TLS client certificate tracking POC

Your "username” ([a-zA-Z0-91{1,256} only): safari (Install certificate |
Downloads
Once your certificate is installed, you can visit the ApacheSSL certificate export website tosg | | fzi‘z—cm'cg'
®00 Schliisselbundverwaltung
_ ||_n Klicken Sie hier, um den Schlisselbund Anmeldung” zu schiitzen _r-"q -
Schiusselbunde ) -
' Anmeldung Automatisches Ausfiillen
. o Art: Programmbkennwaort
(5 System Account: Safari
System-Roots Ort: PersonalFormsAutoFillDatabase
Cedandert: Heute, 17:14
Kategorie
4 Alle Objekte ‘Mame Art Ceandert WVerfallt Schliusselbund
s N . Automatisches Ausflillen Programmkennwort  Heute, 17:14 Anmeldung
b, Kennworter . -
_ il =1 safari Zertifikat - 19.01.2038 00:... Anmeldung
d Zertifikate 'E' Schlissel von Ox90.eu OBffentlicher Schlissel -- - Anmeldung
E Meine Zertifikate ' Schlissel von 0x90.eu Privater Schlissel -- -- Anmeldung y
T schlussel rif
Sichere Motizen
& N d| e
| [&] | + i 4 Objekte o
P
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TLS client certificate user tracking
See for yourself

® Proof of concept available at

o hitp://0x90.eu/1t_tls_poc.html

oupcin

E

v
0

Aos

@
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Missing hostname binding
subjectAIternativeNames onider harmful?

( )
Wy i - g

Image: Nevit Dilmen (GNU FDL)

® or alive demo, please go to
https:/ /eusecwest.klink.name — now!
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Missing hostname binding
Anybody noticed something suspicious?

® Something suspicious going on?

e OK, an untrusted certificate, but we just want to
view the content, right?

® Anybody noticed the subjectAlternativeName?

--Certificate Subject Alt Mame
iZertificate Subject Key ID
Zertificake Signature Algorithm

iZertificate Signature Value v
Field ¥alue

Not Critical

(L E—termme—ause e st . Kl ink . name
DM3 MNaane: *
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Missing hostname binding
.. waiting for Server Name Indication support

® The features:

e \Wildcard matching for lazy sysadmins

® Accepting untrusted certificates temporarily
® The bugs:

® subjectAltNames are not shown

® Wildcard " matches anything - ™.com’ a lot

® [rustdecisionis not boundtothe DNS name ' ol

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Missing hostname binding
... has been broken for years in some browsers

® Yes, that means you now possibly trust me for
anything (for this session) ...

® Pretty usetul for MITM attacks ...

e Nils Toedtmann's TODO list:
- Find a braindead major-browser-accredited CA which signs my certificate
request with hidden TLD-wildcard subjectAltName. Take over the internet.

® [his has been reported to Mozillain 2004 (1)

® recently raised again by Nils Toedtmann

® [estyour browser at http:/ /test.eonis.net

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Certificate data is untrusted, too
... repeat after me: it is user input

0+2=%

® The feature: X.509 certiticates can have
subjectAlternativeNames of arbitrary length

)

tificate, GPL

Images: Jtornado (sign, PD), Silvestre Herrera (cer

® The bug: Assuming that they are of fixed length —

to quote llja: "The 90's called, they want their bugs
back :-P” |

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Certificate data is untrusted, too
a heap buffer overflow in Opera (CVE-2007-6521)

6?CDC9HC
rCOCSAO
erCOCSES
erCOC3E4
erCOC2ES
erCOCREC
erCOcacl
erCOCacyd
erCOCaCcE
erCOC2CH
erCOCa0E
erCOCa0:2
erCOCe0s
erCOC20E
erCoce00n
erCOCRES
erCOCRES
erCOCIES
&rCOC2EE
erCOCREC
crCOC9F1

FF53 14

=T

EBEE TEFOFFFF
o8 OCFAFGGT
FFFS @g

ES BRSZEFFF
234 18

2370 FC 88

~7d &H
SBOD EB@1F9eY
oH Bl

FFTS 14
209 28FDFFFF
SEQ1

FFFS 1@
el 1F
o2

FFEQ ac

2035 28FDFFFF
ES Z2C39F387

CAHLL OWORD FTR O5:[EE-=+141

FUSH EOI

LEA ER:,DWORD PTR 55: [EBP-28581
FUSH ERX

FUSH Opera_1.67FeFADC

FUSH DWORD PTR_SS5: [EEF+&]

UMICODE "= ws™

Reaisters [FFPLI

CALL DOpera_l1.&7ED
ADD ESP, 1@

CHP DWORD PTR SS:
JE SHORT Opera_l.
MO ECH,DWORD PTR
PUSH 1

FUSH DWORD PTR S5:

LER ED:,DWORD FTR
MOU- ER:, DWORD FTR

FUSH DWORD PTR S55:

FUSH 1F
FUSH ED<

CALL DWORD PTR OS5

LER ERX,0OWORD PTR

4ECE

CEEF-4],8
&7 COCASE
DS:[erFaalEa]

[EEF+14]
SS: [EBP-2CE]
D5: [ECH]
[EEF+18]

LEA:+C]
S5: [EBF-2CE2]

LastErr

3zbit
3zbit
3zbit
3zbit
szbit
MULL

@i FFFFFFFF)
@i FFFFFFFF)
@i FFFFFFFF)
@i FFFFFFFE)
TFFOE@&AL FFF)

ERROFR_MOT_EMOUGH_FMEMORY (@@@@@66s)

PUSH Opera 1.67F923:2C

BEE ] E2E2

(MO, ME,.HE, A, M5, PO, GE, 5]

PUSH EHX

UMICODE "butes™
ke

D5: [B0E1BErGI=7r?

EMpTY
EMpTY
EMpTY
EMpTY
=Pt

Addrez=

Hex dump

Oizassembly

Comment

—2. 9282351854V eedd VB —1148
—UMORM AZAS CoBEE88E 34300847
+UMORM @881 ooooaszE BSScBECE
+UMORM G836 o0l2F10C BoE0EEEE
—UMORM F104 OREEE282 BEEEEE]E

erEVZEBS| Opera 1.67VEY 4

BEL AR
BE A SRR S
BERE SRR
BEdE SRR
BEEZEES
BB4ESBEH

Blas10R8
glas10Ed
glasiice
glas1008
Bl1as10ES
Blas10Fe
B1as1E88
B18s1ELS
Glas1Ez8
B1as1E28
B18s1E48
B1831ESE
HiE21EGE
H1EZ1E7E
HiEZ31E28
H1EZ31E9E
HiE31EAE
HiEZ21EES
HiE31ECH
HiE21EDE
HiE21EES
HiE21EFE
HiE21FEE
HiE21F18
BiEgiF28

HiE21F38

DO5: CERXT, AL
O5: CERXT, AL
:[ERX], HL
:EEHH].HL
:[ERX], HL
:[ERX], HL

8833333333333333
aaa EEEEEEE
EEEEEE] aaa
8333333333333393
8a3333333333333
8833333333333333
3333333333333333
3333333333333333
3333333333333aad
o b #IHS - BRLL. #E
B, Ml i LA ",
AnE¥HE& 21 XuDIF,
JBHE kT ]J6TE+e - E
HEAHHEIL17E En%
LY T+ -l ™y
Sfiidvp_1"iEHESH ¢
=212 T1bdFe~F " Ire
L= bEe~LlotP=- -~
"E:ﬂﬂ.iﬁui['

Ev#+l. NiKA+ rEs [z
CI14rdi+ Fd—m "o
Bupdst o il er P
# T aclOROGK S+ 40,
i ET9EEF KA ST
B 3 AdE T DTG

UMICODE byt

BIEEEREEE

4 call stack of main thread

Hddress

Stack

Frocedure - arauments

Called from

BA12EEZ4
Ba12Faaa
BE12FELE
Ba12FEz24
BE12FE4C
001 2FEES
Ba12Fa0s
BHE12FEES
BHE12FEEC
BHE12FEF S
HE1ZF 124
BHE12F 130
HE1ZF1EC
BE1Z2F1FC
BHE12F 288
BHE12F 238
BE12F20C
BHE12F 334
BHE12F3E0
BE12F408

&rDEFOFC
&rDEF 740
&rHES1:21
&rHEVEEZ
&rHEBETFE
&rHEFVEED
&rHEVFEE
&rEG1HFE
ErEG1SEA
TESEE734
TESE2E16

rEZ&EA1A

HE1ZFZ18
&rESHEFS
&rE18111
&7 DS PEEE
&rOgead

&rOFCE2A

TES&E3CO|
&rEG1SFE| *

7 Opera_l.&67COC4EZ
Opesra_1.670EF2ET

Inzludes Opera_l.&670EFFAC
Inzludes Opera_l.&67ABS1Z21
T Opera_l.&7HBT4EF
Opera_l.67ABLEEE
Opesra_l.67ABYEES
Opera_1.&67HETEEE
Opera_1.67ES1RAES

Includes Opera_1.67E&13E6H
T userdz2. FESEE7AC

T userd2. FESEETYEF

T userdz2. FE3E22F 1

* userdt.DispatchMessagell

Opera_1.67E&1E7VE
Inzludes Opera_1.
Opera_1.67E17DLIS
Opera_1.67086FA9

& TESHEFS

Dpera_l EFDBEHEB

pi=a = WHM_USER hw = Z6E6ETE

Opera_1.&70EF
Opera_1.670EF
Opera_l.67HBE
Opera_l.67HE
Opera_1.67HEBE
Opera_l.67HE
Opera_l.67HE
Opera_1.67EG:;
Opera_1.67EG:;
user3Z. FESEE,
user3Z. FESGEE
user3Z. FESEE"
user3Z. FESEEF
Opera_1.67VEE:

& rEGE
&rEld
Eyguy
&7 O

LE7D7 4 rT]l£5$5

Opera_1.
Opera_1.
Opera_1.
Opera_1
Dpera_l

|ﬁ1‘-.|:n::ess winlation when reading [00610075] - uze Shift+F7/FB/F3 to pazs exception to program

Abusing X.509 certificate features. EuSecWest 2008. London, May 22nd, 2008.

Alexander Klink, Cynops GmbH



@ CYNOPS GMDH ¢ NEtWOTK SECUITY ENGINEETING covuieeiitiiieiee ettt WEST

Certificate data is untrusted, too
release cycles for mobile software suck

® Reportedto Opera on October bth, 2007

® Fixed on desktop with Opera 9.25 (December
19th, 2008)

e but Opera also has browsers for mobile devices
(Opera Mini, Mobile, Devices ...)

® Tixed for that (wouldn't tell me tfor what exactly)
nowish

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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HTTP over X.509

triggering HTTP requests using X.509 extensions A

Images: Luc Viatour (spider web, GFDL), Silvestre Herrera (ce

® The feature: issuer certificate U|S can be
specified within a certificate

® The bug: Automatically fetching those
“certificates” from any location specitied

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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URIs in X.509 extensions

® [here are URIsin quite a number of certificate
extensions

® CRL Distribution Point
e (CPS Pointer
® OCSP server

® authoritylnformationAccess calssuers extension
(T T

A WHOLE CARLOAD

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Handling intermediate CA certificates

certificate verifier certificate verifier — certificate verifier
Root CA Root CA Root CA
certificate certificate certificate
v v 1 fetched by verifier
Intermediate CA Intermediate CA Intermediate CA ,"
certificate certificate certificate

v !
JN JN JN

End-entity End-entity End-entity
certificate certificate certificate

certificate holder - certificate holder - certificate holder -

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Microsoft actually implements the RFC :-)

® Yes, this URIlis completely attacker controlled
® Thisisactually a bugin RFC 3280
® [t has not been widely implemented though

® Actually, the only productive implementation |
know of is in Microsoft's CryptoAPI

® Known to be vulnerable to this issue:
® Microsoft Outlook, Windows (Live) Mail
® Office 2007

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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HTTP over X.509

Impact
e For S/MIME, this means:

® spam filter testing
® read receipt + [P geolocation
e [or Office 2007 documents:
® read receipt (when and how often)

® (Generally:

® the ability to access any host reachable from s o8
the client/server (blind) YOU

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Other potential vectors

® Other S/MIME clients / gateways

® |PSec (tests were negative on Windows 2003
Server and Cisco ASA 5540 running 10S 7.2.3)

® [ 5 client certificates (IS seems not to be
vulnerable)

® EAP/TLS
® Smartcard logon (not under Windows, apparently)

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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HTTP in related standards

® (lient Certificate URL extension (RFC 3546)
® OCSP Servicelocator extension (RFC 2560)
® | ogotypes in X.b09 certificates (RFC 3709)

e (Qualified Certificates Profile — Biometric
Information Extension (RFC 3739)

=g afmllnal
AWHOLE CARLOAD
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Mitigation & Proof of Concepts
e Mitigation
® \Nait for Microsoft to fix it ... — no idea when

e (Configure (application level) firewalls, proxies
accordingly / incorrectly

® Proof of concepts
® smime-http@klink.name

® nttp://www.klink.name/security/
HT TP over Office 2007 PoC.docx

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Deblan & OpenSSL

No need to break it if the vendor already broke 1t ...

int getRandWNumberU

return 4. // chosen by fair dice roll.
N ﬂﬂﬂi‘ﬂﬂtEEﬂ] to be random.

nknown), xkcd.com (CC-BY-NC)

DEBIA]N

GUARANTEED ENTROPY.

5
®
0
[
3]
Q
o
o
s!
=
(@)
T
)
©
£

® would be worth a complete talk

® | uckily, no CAs affected so far. We did have the
webserver key of a large german financial
institution for a few hours, though ... :-)

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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Deblan & OpenSSL

Consider your passwords broken, too

® tverybody only talks about broken keys

e But: the Diffie-Hellmann key exchange uses random
numbers too (g”x / gy with x, y random)

® Did someone sniff your SSH traffic with either a
compromised client or server (think “conference”)?

® [ool release; reads a PCAP file and tries to break
the key exchange (client only for now)

® http://www.cynops.de/download/
check weak dh ssl.pl.bz9

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH




m %
@ CyNOPS GMDBH o NEtWOTrk SECUTITY ENGINEEIING trriiiiiiiit ettt e e

Conclusions
so, what do | do now?

e: Miuet (GFDL)

A

o PKland X.b09 certificates are a valid technology
to secure your applications and services

Imag

e 5till, they are tricky in the details, consider them
when implementing a solution

Abusing X.609 certificate features. EuSecWest 2008. London, May 22nd, 2008. Alexander Klink, Cynops GmbH
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e X of Phenoelit for helping with the Opera bug
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Like a heart
Bd iU

Client tracking PoC works under Safari
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Further reading
all the gory detalils ...

® ‘“Firefox 2.0.x: tracking unsuspecting users using TLS client certificates”, Alexander
Klink, http://permalink.gmane.org/gmane.comp.security.full-disclosure /55354

® “Phishing for Confirmations. Certificate spoofing with subjectAltName and domain
name wildcards”, Nils Toedtmann, http://nils.toedtmann.net/pub/
subjectAltName.txt

® “Opera - heap-based buffer overflow”, Alexander Klink, https://www.cynops.de/
advisories/CVE-2007-6521.txt

o "HITP over X.b09 -a whitepaper”, Alexander Klink, http:/ /www.cynops.de/
techzone/http_over_xb09.htm|

e "PKI: lt's Not Dead, Just Resting”, Peter Gutmann, http://www.cs.auckland.ac.nz/
“pgutO01/pubs/notdead.pdf

® “Debian OpenSSL Predicatable PRNG Toys”, H D Moore, http:/ /metasploit.com/
users/hdm/tools/debian-openssl/
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